FEATURE COMPARISON

This document provides feature comparison of
various tiers of SureMDM to help customers in
selecting the right tier of SureMDM based on
their requirement.
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FEATURES

Centralized Management Console

w

Standard

| 5 N

Premium

A

Enterprise

Admin Users

Analytics Report & Data Visualization
Develop customized Plugins®
Custom Columns

Custom Reports

Al-based Virtual Assistance®

Custom Branding

Device Grouping & Tagging

Admin To Device Messaging

Role based user permissions

Muti-Language Support

Device Enroliment

General Enrollment
OR Code
Manual

Active Directory Authentication

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Unlimited

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes




FEATURES

Mass Deployment Program

Proprietary QR Code Enrollment
Android Zero-Touch Enrollment (ZTE)

Samsung KNOX Mobile Enrollment (KME)

Apple Configurator Enroliment

Provisioning Package (PPKG)
Enrollment for Windows

Pre-Approved List-Based Enrollment

Automatic Policy Deployment upon
Device Enrollment

G-Suite Enrollment

Mobile Device Management

Standard

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Premium

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Enterprise

Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

SMS and Email notifications™
Firmware Updates

Location Tracking- Sync Time
Geo/Network/Time Fencing
Remote Support & Troubleshooting
Lock / Reboot

0S Updates

Execute Custom Script Commands

Remote Buzz

No

10 min

Yes

Yes

Yes

Yes

Yes

Yes
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No

1 min

Yes

Yes

Yes

Yes

Yes

Yes
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Yes

1 min

Yes

Yes

Yes

Yes

Yes

Yes




FEATURES

Security

Mobile Threat Defense (MTD)
Bit Locker

File Vault

Data Security (wipe)

Device Compliance Policies

i0S/iPad0S Lost Mode

Policies

Mobile Threat Detection
OEMConfig Policy
Firewall

File Sharing Policy
Application Policy
Network Settings

Mail Configuration
Wi-Fi Configuration
VPN

Blocklist/Allowlist apps
Password Policy

Exchange ActiveSync

Standard

No
No
No
Yes
Yes

Yes

No
No
No

No

Yes
(Android/iOS/Linux only)

Yes
(Android/i05/Linux only)

Yes
(Android/i05/Linux only)

Yes
(Android/i0S/Linux only)

Yes
(Android/iOS/Linux only)

Yes
(Android/i05/Linux only)

Yes
(Android/i0S/Linux only)

Yes

Premium

No

Yes

Yes

Yes

Yes

Yes

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Enterprise

Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes




FEATURES

Telecom Management Policy

Application Management

Standard

Yes

Premium

Yes

Enterprise

Yes

Blocklist/Allowlist apps

Private and Public apps
Enterprise App Store

Remotely push and update apps

Silently install and update apps

Yes
(Android/iOS/Linux only)

Yes
Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Content Management

Push content OTA (File Store)

Secure content using containerization

File Transfer

Identity Management

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Single Sign-On (ADFS/AzureAD/Okta
/Onelogin/GSuite/PingOne)

Certificates

Two-Factor Authentication

Kiosk Management

Single/Multi App Kiosk Mode

Integrations

Intel vPro & AMT Integration™

SIEM

No

No

Yes

Yes

No

No

Yes

Yes

Yes

Yes

No

No

Yes

Yes

Yes

Yes

Yes

Yes




FEATURES

Webhooks Framework
C(ISCOISE

Aruba ClearPass

Office 365

Android Enterprise (BYOD)

Android Enterprise (Device Owner)

Mobile Email Management

(Only BYOD/COSU)

Platforms

Standard

No

No

No

No

No

Yes

Yes

Premium

No

No

No

Yes

Yes

Yes

Yes

Enterprise

Yes
Yes
Yes
Yes
Yes
Yes

Yes

VR-Android

Things Management
iPad0S

Wear(5

Android

05

mac05

Windows 10

Linux

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

* Features not supported on On-Premise version.
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About 42Gears

ﬁﬁh;i;'ﬂ

42Gears is a leading Unified Endpoint Management solution provider, helping customers
secure, monitor, and manage business endpoints across a wide range of operating systems

and device types. With over 18,000 customers across 115 countries, 42Gears solutions have a
proven track record of success across a wide range of industries.

Sales
Email: sales@42gears.com

Phone: +91 88888 48892 Phone: +1 408 758 0205 Phone: +44 07459 918892
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